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Pabouass  mporpamma  aucturumHbl  «OCHOBBI  WHGOPMAIIMOHHON
Oe3omacHOCTH» pa3paboTaHa Ha OCHOBE (perepalbHOrO TOCYJapCTBEHHOTO
00pa3oBaTeNbpHOTO CTaHAApTa CpeaHETro MpodecCHoHaTEHOTO 00pa3oBaHms (anee
— ®I'OC CIIO) no cneuuansHoctu 10.02.04 «Obecneuenue uHGOPMAITUMOHHON
0€30MacHOCTH TEIEKOMMYHUKAIIMOHHBIX CUCTEM).

Pa3pabotumku:
SlxymoB FO.A. crapmmii mpenonaBarenb kKadeapbl YueT U MHPOPMAIMOHHBIC
TexHoJoruu B OusHece Jlunenkoro ¢unnana OUHyHUBEPCUTETA.

Pabouass nporpamMma JAMCUMIUIMHBI PAcCMOTpPEHa W PEKOMEHJIOBaHa K
YTBEPXKACHUIO Ha 3acefaHuM Kadenpbl YueT M MH(OPMALMOHHBIE TEXHOJIOTUU B
ouzHece Jlunenkoro ¢punuana UHyHUBEPCUTETA.

[Tpotokom ot 27.08.2025 r. Nel

3aBenyronuii kKageapoit
Yyer u uHbOpMAIIMOHHBIE TEXHOJIOTHU B Ou3Hece _ & H.C. Mopo3zoBa
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1. OBIIAS XAPAKTEPUCTHKA PABOYEM ITPOI'PAMMBI JUCLIUIIIAHEI

1.1 MecTro OUCLMIUIMHBI B CTPYKTYpE€ OCHOBHOH mpodeccrHoHanbHOH 00pa3oBaTeIbHOM

IPOTrpaMMbl

Hucuummuaa «OcHOBbI HMH(OPMALIMOHHONW 0€30MacHOCTHY  SIBISiETCS  00s3aTeabHOU
9acThI0  OOIIETTPOPECCHOHATBHOTO IMKJIA OCHOBHOW MPOQECCHOHANIBHON 00pa30oBaTEIbHOMN
nporpammbl B cootBeTcTBUH ¢ PI'OC mo crnemmanbHoctd  10.02.04  OGecrneueHue
nH(GOPMAIIMOHHON 0€30MaCHOCTH TEIIEKOMMYHHKAITMOHHBIX CUCTEM.

N3ydyenuro naHHOM TUCIUILIMHBI IPEALIECTBYET OCBOEHUE AUcUUIUINH: MHdopmaruka
VYyebHasi IUCHMIUIMHA  JOJDKHA  M3Y4arbCsl  IIE€pe]] pacCMOTPEHHMEM  MaTrepuana 1o
npodecCuoHaNBbHBIM MOAYJISIM: SIBJISIETCA 0a30BOI MPH U3yYEHUH MPOPECCUOHATBHBIX MOAYJIEH
[IM.01 u [IM.02.

PaGouass mporpamma  gucHMIUIMHBI  oOecreunBaeT  (OPMUPOBAHHUE  KIFOUYEBBIX
KOMIIETCHIIMA [H(PPOBOM SKOHOMHKH: KOMMYHHKAIMS ¥ KOOIEpamus B HHPPOBOH cpene,
caMOpa3BUTHE B YCJIOBHSIX HEOIPENEJICHHOCTH, KpEaTUBHOE MBINUICHUE, YIpaBICHUE
uH(pOpMaIMed 1 TaHHBIMH, KPUTHYECKOE MBIIIICHUE B IIUPPOBOI cpee.

Omna ob6ecnieunBaer ¢popMupoBaHue MPO(PecCHOHATBHBIX U OOMIMX KOMIETEHIINA 110 BCEM
Bugam nestenbHOCTH DI'OC  xBamudpukanmm «TexHWK 1o 3ammre WHPOpMAUu» ¢
MPUMEHEHUEM CKBO3HBIX HWH(GOPMAIMOHHBIX TEXHOJNOTUH B 00macTd WHGOPMAIMOHHOMN
0€30MacCHOCTH B TEJICKOMMYHHUKAIIMOHHBIX, KOMIIBIOTEPHBIX, aBTOMATU3UPOBAHHBIX CHUCTEMax M
CeTSIX OpraHu3alMii U TOpeanpusaTuid B 3moxy uudposoit sxoHomuku 4.0. Ocoboe 3HaYeHUE
TUcIUIUTMHA UMeeT npu ¢opmupoBannu U pazsutuu OK 09. TTonb3oBaThest npodeccrHoHaIbHON
JTOKyMEHTAIMel Ha rOCyAapCTBEHHOM U MHOCTPAHHOM SI3BIKAX.

PabGouast mporpamMma cocraBieHa s O4YHOM (opMbl OOydeHHs, B TOM YHCIE C
MPUMEHEHHUEM DJIEMEHTOB JHCTAHIIMOHHBIX OOpa30BaTEIbHBIX TEXHOJIOTHMH M 3JIEKTPOHHOTO
oOyuenus. [Ipu oOydeHMM WHBAJIUIOB W JUI[ C OTPAHUYCHHBIMH BO3MOXXHOCTSIMU 3J10POBbS
JTUCTAaHIIMOHHBIE 00pa30BaTENbHBIE TEXHOJOTHU W DJIEKTPOHHOE OOy4YeHHE MpeayCMaTPUBAIOT
BO3MOXKHOCTh MpueMa-nepeaadn nHGopMaIuu B JOCTYIHBIX A HUX (popmax.

1.2 He.]'lb ! IVIAaHUPYEMBIC PE3YJbTAThl OCBOCHUSA TUCHUIIJIMHBIC
B paMKax mporpaMmmbl JTUCHUIITIMHBL 06y‘IaI-OH_[I/IMI/IC$I OCBanBAOTCA YMCHUSA U 3HAHUA:

OO01IMe KOMIETEHIIUN

Kon DopMyIUPOBKA KOMITETCHITUU 3HaHUsl, YMEHHUS
KOMITETEHITUHU
OK 03 [TnarupoBaTh U PeaTM30BLIBATH YMeHus:
coOcTBeHHOE MpodecCoHATBHOE U ONpPENIENATh aKTYaIbHOCTh
JTUIHOCTHOE HOPMAaTHUBHO-TIPABOBOM
pa3BUTHE, MPEATPUHUMATENBCKYIO JIOKYMEHTAIMH B MPOeCCHOHAITBHON
JeATeTLHOCTH B TPO(EeCCHOHATBEHON JIeSITEIIbHOCTH,
cdepe, UCTIONB30BATh 3HAHUS MPUMEHATh COBPEMEHHYIO HAYUHYIO
10 TIPAaBOBOM U (PMHAHCOBOW TPAMOTHOCTH | TTPOPECCHOHATBHYIO TEPMHHOJIOTHIO;
B Pa3JIMYHBIX KU3HEHHBIX CUTYalLIUSIX. ONpPENENsATh U BHICTPAUBATh
TPaeKTOPUH MPOPECCHOHATBHOTO
(KiroueBbie koMneTeHIIMY TUPPOBOIA pa3BUTHUS U caMOo00pa30BaHUSL.
SKOHOMMKH —- CTaBHUTH ceOe 00pa3oBaTeIbHbIC
CamopasBuTHE B YCIIOBUAX LIEJIY [10J] BO3HUKAOIINE )KU3HEHHBIE
HEONpeeIEHHOCTH) 3aj1a4y;
—HaxOJUTh UH()OPMAIIHIO B LIETISX
caMo00pa30BaHUsI M OOyUCHUS,




(KimroueBbie KoMIIeTeHITNH 1T (D POBOI
SKOHOMUKHU

Camopa3BUTHE B YCIIOBHSIX
HEOIIPEIEIICHHOCTH)

CO3/1aBaTh JIEKTPOHHBIC KOHCIIEKTHI
Py TMOMOIIM OHJIAWH TIaThopM
JUIL  CO3JJaHMS, TIPEJACTABICHUS U
aHaM3a Npe3eHTalu;

— CaMOCTOSITEIIEHO OTPEACTIATh
MPOOEITBI B CBOUX 3HAHUSX U
KOMITETEHIIUSIX C UCTIOJIb30BaHUEM
WHCTPYMEHTOB CaMOOIIEHKH U
U(PPOBBIX OIICHOYHBIX CPEIICTB
LMS,

— BBIOMpaTh IU(POBBIC CPEICTBA B
IEeJISIX CAMOPA3BUTHS, HCIIOJIb30BATh
U (POBBIE TPEHAKEPHI JIS
o0y4YeHHUS
- aJIaNITHPOBATHLCS K MOSBICHUIO

HOBBIX IIU(PPOBBIX CPEJICTB,

NPUIIOKESHUH, POTPAMMHOTO

o0ecreyeHust

3HaHus:

- COAEP/KaHNUE aKTyaJIbHOU
HOPMAaTHBHO-IIPABOBOM
JIOKYMEHTaLUY;

- COBPEMEHHAs Hay4Has U
npodecCuoHaIbHAsI TEPMUHOJIOTHS;
- BO3MOXHBIE TPAEKTOPHUH

PO ECCUOHAIIBHOTO Pa3BUTHS.
-OCHOBHBIX 00pa30BaTeIbHbIX
HNHTepHeT-pecypcoB, THIIOB

1 poBOro 06pa3zoBaTEILHOTO
KOHTEHTA;

- BO3MOKHOCTEU U OTpaHUYCHUN
00pa30BaTeNbHOTO ITpolecca pu
UCMOJIb30BaHUU LU(POBBIX
TEXHOJIOTUH.

- BO3MOKHOCTH, 00J1aCTh
MpUMEHEHUs 1 HHTepdeic nudpoBbIX
MHCTPYMEHTOB JJIs1 00y4eHuUs

OK 06 [IposABIATE rpaXkaaHCcKo- Ymenus:
MaTPUOTUIECKYIO TIO3UITHIO, OTIHCHIBATH 3HAYMMOCTbH CBOCH
JI€MOHCTPUPOBATH OCO3HAHHOE npodeccuu;
MOBE/ICHHE HAa OCHOBE TPAIUIIMOHHBIX [Ipe3eHTOBATH CTPYKTYPY
POCCHICKHX TyXOBHO-HPABCTBEHHBIX npodeCCHOHATILHOM JAEeSITEIbHOCTH 10
LIEHHOCTEHN, B TOM YHCIIE C npodeccuu (crennaibHOCTH)
y4ETOM rapMOHM3AIUU 3HaHMS:
MEXHAIMOHAIBHBIX U MEXPEIUTHO3HBIX | - CYIIHOCTh IPaKIaHCKO-
OTHOIICHUN, TPUMEHATH CTaHAAPTHI MaTPUOTHYECKON TO3UINH
aAHTUKOPPYIILIMOHHOTO MOBEACHMUS OOu1euenoBeyeckue EeHHOCTH
[IpaBuia noBeaeHUs B X011€
BBINOJIHEHUS TPO(PECCHOHATBHOM
JeATENILHOCTH
OK 09 [Tonb3oBatbes mpodeccnoHaNbHOMI — MPUMECHSTH CpeICTBa
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JTOKYMEHTAIMe Ha rOCy1apCTBEHHOM U MH()OPMAIIMOHHBIX TEXHOJIOTUH JUIS
HHOCTPaHHOM peLeHus poQecCHOHATIBHBIX
SI3BIKAX 3a/au;
— UCTIONb30BaTh COBpEMEHHOE
IIPOrpaMMHO€E 00€eCIIeUeHUE.
3HaHus:
— COBpPEMEHHBIE CpeJCTBa "
ycTpoiicTBa nH(pOpMaTHU3aLINY;
HOPSIIOK ~ UX  NPUMEHEHUs W
nmporpaMMHOe  oOecrieyeHue B
npodecCHOHATBHON AEATEIbHOCTH

IIpodeccnonanbHbIe KOMIIETEHIIUT

OcHoBHBIE BUJIBI Kon u popmynuposka [Toka3zarenu 0CBOEHHs KOMIIETEHLIUH
JeSITETbHOCTH KOMIIETEHINH
3amura [IK 2.3. OcyuiecTBisiTh Ymenus:
uHpopMalnu B 3alIUTy UH(GOPMALUU OT KJIacCU(pULIUPOBATH
UH(POPMALIMOHHO — HECAHKIIMOHUPOBAHHBIX 3aIIUIIaeMyIo HHQOPMALUIO TI0
TEIEKOMMYHUKAIIAO NeWCTBUM U CHIelMaIbHbBIX BUJIaM TaliHbl U CTEIIEHSAM
HH BIX , BO3/JCHCTBUH B CEKPETHOCTH; KIIACCH(PHUITPOBATH
KOMIIbIOTEPHBIX, MH(POPMALIMOHHO — OCHOBHBIE YTPO3bl 0€30I1aCHOCTH
aBTOMAaTU3UPOBaHH TEJIEKOMMYHUKAI[TOHHBIX uH(popmManuu
BIX CUCTEMAX U cUCTeMax U CeTsX C 3HaHus:
CeTAX C HCITOJIb30BAHUEM CYLIHOCTh W TMOHATHE WH(OPMALMOHHON
HCII0JIb30BaHUEM NpOrpaMMHBIX H 0e301MacHOCTH, XapaKTEPUCTUKY ee
IPOrpaMMHO- MIPOrpaMMHO- COCTABIISIONIHX;
anmnapaTrHbIX, B TOM anmnapaTHBIX, B TOM 4HCIIe .
MecTo MH(OpMAIMOHHON 0e30IacHOCTH B
4yucCIIe KpUNTOrpapuuecKux .
KpHIITOrpapuyecku CPEICTB B COOTBETCTBHH C CHCTEME  HallHOHANbHOH GesomacHocTH
X CPEACTB 3alUThI NpEAbSABICHHBIMU CTpaHel,
TpeOOBaHUAMH. BU/IBL, HUCTOYHUKH U HOCUTENN
3alMIaeMoi nHpopmaruy;
VCTOYHUKH yrpo3 6e30MacHOCTH
uHpopMalun " MEpBI 1o 150.¢
IIPEOTBPALLEHHUIO;
(baxTopsl, BO3/ICHCTBYIOIINE Ha
uHpopmalMi0 Tpu ee o0paboTke B
aBTOMaTU3UPOBAHHBIX
(uH(OPMAIIOHHBIX) CHCTEMAX;
KU3HEHHBIE LUKJIBI nH(popMaIu

OTPaHWYEHHOTO JOCTyla B TpoIecce ee
co3zanusi, 00paboTKH, epeayy;
COBPEMEHHbIE  CpEJCTBA U  CIOCOOBI
o0ecrieyeHus nHGOPMAaIIMOHHOMN
0e30IMacHOCTH;

OCHOBHBIC METOJIUKHU aHATIHM3a YIPO3 U
pUCKOB MHGOPMAITMOHHON 0€30ITaCHOCTH.




B coorBercTBHE C HDOd)eCCI/IOHaJIBHBIM CTaHJapTOM ((CHCI_[I/IaJII/ICT 110  3aIIUTEC
UHGOpPMAIIMK B aBTOMATH3UPOBAHHBIX CHUCTEMax» JUIsl BBIMOJHEHHUS TpymoBod QyHkimu 3.1.1
[IpoBenenue pergaMeHTHBIX paboOT MO SKCIUTyaTallkd CHCTEM 3aIlUThl  MHPOpPMAaLuu
ABTOMATH3UPOBAHHBIX CUCTEM C IIEIIbIO OBJIAJICHUS MPO(ECCUOHATBHOM JEATEIILHOCTH YMEHUSIMU
JUIS BBITIOJTHEHUSI TPYAOBBIX (DYHKIMHA M COOTBETCTBYIOUIMMU KOMIIETCHUIUSMH OOyJaroIIuiics B
X0Jle OCBOCHHS y4eOHOW JuCHMIUIMHBI «OCHOBBI  MH(MOPMAIIMOHHONH  0E30MacHOCTH
00ydJarouuincs JOJKeH:

ymemb:

— KOHQUTypHpOBaTh TApaMeTPhl CUCTEMbl 3AIIUTHl WHQPOPMAIMH aBTOMATU3UPOBAHHOW
CHUCTEMBI B COOTBETCTBUU C €€ 3KCHHyaTaHI/IOHHOI71 IIOKYMGHTaLII/Ief/'I;

— oOHapyXWBaTb ¥  YCTPaHITh  HEHUCIPABHOCTH  CHCTEMBbI  3aIIUThl  HWH(OpMAIIH
aBTOMaTH3HpOBaHHOﬁ CHUCTCMBI COTJIaCHO BKCHHyaTaHHOHHOﬁ JAOKYMCHTAIIUH,

- IMPOU3BOJUTH MOHTAX U ANATHOCTUKY KOMIIBIOTCPHBIX ceTeﬁ;

—HCMOJb30BaTh TUIIOBbIE KpUNTOrpadruyecKue cpeAcTBa 3aluThl HHPOpPMALIUU, B TOM YHCIIE
CPEACTBA AJIEKTPOHHON MOAMUCH

3HamMb:
TUTIOBBIE CPEJACTBA W METOABI 3alIUThl WH(POPMALUU B JIOKAIBHBIX WU rJ100aJIbHBIX
BBIYMCIIUTEIIBHBIX CETAX;

0a30BYy10 KOH(QUTYpaIMIO CUCTEMBbI 3aLIUThI HH(OPMALMKY aBTOMAaTU3UPOBAHHOM CHCTEMBI,

— O0COOEHHOCTH NPUMEHEHHUsS MPOTrPaMMHBIX U MPOIPAMMHO-ANIAPATHBIX CPEICTB 3ALIUTHI
nH(pOpMAIUY B aBTOMATU3UPOBAHHBIX CUCTEMAX;

TUINOBBIE CPEACTBA, METOJbl M MPOTOKOJbl HIACHTU(DUKALUHK, AayTEeHTUQUKAUU U
ABTOPHU3ALINY;

HOpPMAaTHUBHBIE [TPaBOBbIE aKThl B 00J1aCTH 3alUTHl HHPOPMALIUY;

OpraHM3alOHHbIE MEPHI MO 3alllUTe UHPOPMALIUHY,

Jlns BeImonHEeHUs TpynoBoit ¢yHkimu 3.1.2 BeneHune TeXHHYECKOW TOKYMEHTAIIWH,
CBA3aHHOM C DJKCIUTyaTalueill cucreM 3amMThl HH(QOpMalMM aBTOMATU3MPOBAHHBIX CHCTEM,
00y4aronuics TOKEeH:

ymemn.

—  0hOopMIIATH JTOKYMEHTAIIHIO [0 PETriIaMEHTAIIMH MEPOTIPUITHI ¥ OKa3aHUIO YCIYT B 00JIACTH
3alUThl HH(OPMAIIHH;

— OCbOpMJ'IS[TB TEXHUYCCKYIO JOKYMCHTAllUIO B COOTBETCTBHU C HOPMATHBHBIMU IIPaBOBBIMU
aKTaMH B 00JIACTH 3alUThl HH)OpMAIUH.

3Hamb:

— HOPMAaTHBHBLIC ITPABOBBLIC AKThI B oOJactu 3alIUThI I/IH(i)OpMaHI/II/I;

— OCHOBHBIE METOJMYECKHE U PYKOBOJSIINE JOKYMEHTHI YIOJHOMOYEHHBIX (eepalbHbIX
OpraHOB MCIOJHHUTEIBHOM BJIACTH TIO 3aIllUTe HH(DOpMAIIUH;

— OJKCIUTyaTallMOHHAs M MTPOCKTHAs JOKYMEHTAIUS Ha aBTOMATU3UPOBAHHYIO CUCTEMY;

— OCHOBHBIC METO/Ibl OpPTaHHU3AIIMU U POBEIACHUS TEXHUUECKOTO 00CTY)KUBaHUS TEXHHUCSCKIX
CpeACTB UHPOPMATU3AIINY;

— OpraHM3alMOHHBIC MEPHI M0 3aIUTEe UHPOPMAIHH.

st BeimoHeHUs: TpyaoBoi ¢yHkimu 3.1.3 Obecnieuenne 3amuThl HHGOPMAIIMU TIPU
BBIBOJIC M3 HKCIUTyaTaI[Ml aBTOMAaTU3UPOBAHHBIX CUCTEM, 00YUAIOLIHICS JOIKEH:
ymems:
— HCIOJB30BaTh MPOTrPaMMHBIE CPEJICTBA IS apXUBUPOBAaHUS HH(POpMANny;
— HCIONB30BaTh MPOTPaMMHBIC W TPOTPAMMHO-ANIIAPATHBIE CPEACTBA JUISI YHUYTOKEHHS
uHpOpMalUU ¥ HOCUTENeH HH(popMaIu;



— HCIIOJB30BaTh TUIOBbIE KpUNTOrpaduuecKue CpeicTBa 3aluThl HH(MOPMaIUK, B TOM YUCIIE
NEKTPOHHYIO MOANKCH

3HaAMb!

— TIpoueAypbl IO apXMBUPOBaHUIO HH(poOpManuu, oOpabaTbIBaeMON aBTOMATHU3MPOBAHHOU
CHCTEMOI;

— Ha3Ha4YeHHWE M HPUHLUIBI pabOThl OCHOBHBIX Y3JI0B COBPEMEHHBIX TEXHHUYECKUX CPEJCTB
MHPOPMaATH3ALUH;

— OpraHM3alMIo PEMOHTHOI'O 00CIyKMBaHUS KOMIIOHEHTOB aBTOMaTU3MPOBAHHOMN CUCTEMBI,

— perjaMeHT aBTOMAaTHU3WPOBAHHOW CHCTEMBI IO YHHUUYTOXCHHIO MH(POpPMAIMK M MAIIWHHBIX
HocuTelel MH(OpMaIHH.

— HOpPMAaTHBHbIE IPABOBbIE AKThl B 00JIACTH 3alUTHl MH(OPMALIUH;

— OCHOBHBIE METOJMYECKHE U PYKOBOJSAIIME JOKYMEHThI YIOJHOMOUYEHHBIX (hefepabHbIX
OpTaHOB WCIIOJHHUTEIBHON BIACTH TIO 3aIlIUTe HH(POPMAIIH.

B cootBerctBum ¢ IlpodeccuoHanbHbiM cTanaapToM «CrenuanucT o 3ammre uHGopManuuu B

TEJIEKOMMYHUKAIIMOHHBIX CHUCTEMax MW CETAX» IS BBIIOJIHEHHs TpynoBod ¢yHkiuu 3.1.1

VYcraHoBKa MPOrpaMMHBIX, IPOrpaMMHO-alIapaTHbIX (B TOM 4YHCIE KPUNTOrpaduyecKux) MU

TexHrUecKux cpenctB u cucteM 3amuthl CCCO ot HC/] ¢ nienbio oBmageHus npodeccHoHaTbHON

NESITeIbHOCTH YMEHUSMH JUI BBINOJHEHUS TPYAOBBIX (YHKUUMH M COOTBETCTBYIOIUMH

KOMIETEHIIMSIMM ~ OOydaloIiuiics B  XOA€ OCBOEHUS Yy4eOHOM JucuuIuiMHbl  «OCHOBBI

MH(POPMALIMOHHOM 6€30MacCHOCTH» 00yYaroIUIics TOKEH:
ymemn.

— npoBoauTh NpoBepkKy koMiuiekTHocT CCCO, cpencts u cucteM 3amutbl CCCO ot HC/L

—  IPOBOAWTH MOHTaX (711 MpOrpaMMHBIX cpeacTB - ycraHoBKYy) CCCD, cpeacTB U CUCTEM
3amutel CCCO ot HC/J

— TPOBOAMWTH MNEPBUUHYIO HACTPOMKY M TpoBepky ¢yHkuumonupoBanus CCCD, cpeacts u
cucteM 3amuthl CCCH ot HC/

3HamMb.

—  HOMEHKJIATypy, pyHKIMOHAIbHOE Ha3HAaUeHUE U OCHOBHbIE XapakTepuctiuku CCCO

—  HOMEHKJIATypy, (PyHKUIHMOHAJIbHOE HAa3HAUYEHUE U OCHOBHBIE XapaKTEPUCTUKH CPEJCTB U
cucteM 3amuthl CCCH ot HCJJ

— HOpMaTUBHbIE TPeOOBAaHUS K COCTaBY U COJAEPYKAHUIO AKCIUTYaTallMOHHOM JOKYyMEHTaluu
CCCD, a Taxxe cpenct u cucteM 3amutel CCCO ot HCJQ

—  HOpPMAaTHUBHBIE [TPaBOBBIE aKThI B 00JIACTH CBSI3U, MHPOPMATH3ALUH U 3aILUThI HH(OpMAaLIUU

Jns BeinosHeHUs TpynoBoit ¢pyHkuuu 3.1.2 O6ecnedenue 6ecniepedoiinoit padborsr CCCO,

a TaKke MpPOrpaMMHBIX, MPOrpaMMHO-aIIapaTHbIX (B TOM 4YHCIIE KPUOTOrpadUyuecKux) u

TEXHUYECKUX CPeNICTB U cucteM ux 3ammthl oT HC/I, oOyuarommiicst 10JKeH:
ymems.

— TPOBOJMTH TEKYIIMH KOHTPONb IMoKazaTened u mpouecca ¢yHkuuonuposanus CCCD, a
TaK)X€ IPOTrPaMMHBIX, MPOTrPaMMHO-aNMapaTHRIX (B TOM 4MCIE KpUOTOrpaduyecKux) H
TexHU4ecKux cpelactB u cucreM 3amutel CCCO ot HC/I, npenycMOTpeHHBI perjiaMeHTOM
UX dKCIUTyaTaluu

—  BBIOJHATH MPEJYCMOTPEHHBIE B TEXHHUYECKOH JOKYMEHTAlMM pPabOThl O HM3MEHEHHUIO
Hactpoek CCCD, a Takke MpOrpaMMHBIX, MPOrPaMMHO-aNNapaTHbIX (B TOM YHCIE
KpUNTOTpapUUECKUX) U TEXHUYECKUX cpencTB 1 cucteM 3ammtel CCCO or HC

—  TPOBOAMUTH MPEIyCMOTPEHHBIE PETrJaMEHTOM paboThl IO BOCCTAHOBIIEHHIO IIpolecca u
napametpoB (pyHkiuonupoBanus CCCD, a Takke MPOrpaMMHBIX, TPOTPaAMMHO-AIIAPATHBIX
(B TOM umcne KpuUnrorpad@uueckux) U TEXHUYECKHUX cpenacTB U cucreM 3ammTtel CCCHD ot
HCA.
3HAMb!

— THUIIbI, OCHOBHBIE XapaKTEPUCTUKU CPEICTB U3MEPEHNUH U KOHTPOJIS IIpOLIEcca U TapaMeTPOB

dbyakuuonupoanus CCCO, a takxke cpencts u cuctem 3amutsl CCCO ot HCJJ

— [IOCJIE0BATENBHOCTh JEHCTBUI B LesaX n3MeHeHus Hactpoek CCCD, a Takke CpelcTB U
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cucreM 3amuTel CCCO ot HC/I 6e3 npepriBanus npouecca ux GyHKIIMOHUPOBAHHS

- IIOCJIEI0BATENBHOCTh JEHCTBUH B LENSIX BOCCTAaHOBJIEGHUs IIpoliecca M IHapaMeTpoB
¢ynkunonuposanusi CCCD, a takxke cpencts u cucteM 3ammtbel CCCD or HCJ

- OpraHU3allMOHHBIE MEPHI 110 3aluTe UHPOpMaLUU

— HOpPMAaTHBHBIE IPABOBBIE aKTHI B 00JIACTH CBSI3U, MH()OPMATH3AIMU U 3aIIUTH HH()OPMALIUH.

Jns Bemonnenust tpyaoBoi ¢ynkmum 3.1.2 Texuuueckoe oOcmyxuBanne CCCD, a Takke
IPOTrpaMMHBIX, IIPOrPpaMMHO-AINApaTHBIX (B TOM YHCIE KPUNTOIpapUUECKUX) U TEXHUUYECKHX
cpeacts u cucteM ux 3amuTsl oT HCJI, oOydaromuiicst 1omKeH:
ymems.
— OpraHu3aIys U CoJiepKaHue TMarHOCTUKU M TeXxHu4eckoro oocmyxuBanus CCCO, a Takxke
cpeacts u cucteM 3amuTel CCCO ot HCJL
— IpaBWia BEIEHUS HKCIulyaTalMOHHOM nokymeHTauuu CCCD, a Takke NpOorpaMMHBIX,
IpOrpaMMHO-aNnapaTHbIX (B TOM YHCJIE€ KPUOTOrpapUuecKux) U TEXHUYECKUX CPEICTB U
cucteM 3amutbl CCCHO ot HCJI

—  Meromauku u npueMbl pemonta CCCD, a takxke cpeAactB u cucteM 3amuTel CCCO oT
HC.

B cootBerctBuum ¢ IlpodeccuonanpHpiM craHgapToM «CHenmamucT 1o 0e30HacHOCTH
KOMIIBIOTEPHBIX CHCTEM W ceTel» i BBINOJHEHUS TpyAoBod ¢yHkimuu 3.1.1 OOciayxuBaHue
MPOrpaMMHO-aNIIaPaTHRIX CPEACTB 3aIUTH HH()OPMAITUU B ONIEPAIMOHHBIX CHCTEMAaX C IENbI0 OBIIAJICHHUS
npo(heCCHOHANPHON  NEATENBHOCTH  YMEHHAMH JUIA  BBIIIOJNHEHHAS  TPYAOBBIX  (QYHKIWA |
COOTBETCTBYIOIIUMM KOMIICTCHIUSAMH OOYYAIOIIUICS B XOJ€ OCBOCHHS YUEOHON MUCIUIUINHBI
«OcHOBBI HH()OPMAITMOHHON 0€30IacHOCTHY 00YUYAIOIIUNCS TOJDKEH:

yMemy:

— HACTpanmBaTh KOMITIOHEHTHI MOJCUCTEM 3alTUTHI HUHPOPMAIIUH ONIEPAITTOHHBIX CUCTEM;

— YIOPABJIATh YYETHBIMHU 3aMUCAMM IOJb30BATENEH, B TOM YHUCJE IeHepalued, CMEHOU U
BOCCTaHOBJICHUEM IapOJIEH;

— MPUMEHATH MPOTPAMMHO-ANTMapaTHBIE CPEJICTBA 3aIIUTHl MH(OPMAIIMK B ONEPAIIMOHHBIX
CUCTEMaX;

— MIPUMEHSATh aHTUBUPYCHBIE CPEICTBA 3AIUTHI MH(POPMAIIMK B OMIEPAIIMOHHBIX CUCTEMAX;

— paboTaTh B OMNEpAIMOHHBIX CHCTEMax C COOJNIIOJIEHHEM JIEHCTBYIOIIMX TpeOOBaHUU IO
3amuTe HHPopMaIuy;

— MPOBOJANTH MOHUTOPHUHT, aHANIU3 U cpaBHEHHE A(P(HEKTUBHOCTH MPOTrPAMMHO-AMIAPATHBIX
CPENICTB 3alIUThl UHPOPMAILIUU B OTIEPAIMOHHBIX CUCTEMAX;

— yCTaHABIMBAaTh OOHOBJEHHS MPOTPaMMHOIO OOECIEYEeHHs, BKIIOYas MPOTPaMMHOE
obecrieueHne CPeACTB 3aUTh HHGOPMAIIHH;

— BBHITIOJHATH PE3€PBHOE KOMUPOBAHWE M aBAPUIHOE BOCCTAHOBJICHHE PabOTOCIMOCOOHOCTH
CPEICTB 3alUThl HHPOPMAIIIH;

— KOHTPOJMPOBATH [EIOCTHOCTH TOJICUCTEM 3aIUTHI UHGOPMAITUHU ONIEPAIIMOHHBIX CUCTEM;

— YCTPaHATh HEUCIPABHOCTH TOJCUCTEM 3allUThl WH(POPMAIIMU OMEPAIMOHHBIX CHUCTEM U
MIPOTrpaMMHO-aNMAPaTHBIX ~ CPEJCTB  3aIUTHl  WH(GOPMAIMK  COTVIACHO  TEXHUYECKOM
JIOKYMEHTaLlUU;

— 0hOpMIIATh  DKCIUTYaTallAOHHYIO JOKYMEHTAIMI0 TMPOrPaMMHO-AMIMapaTHBIX — CPEJICTB
3aMUThl UHHOPMALIUH.
3Hamy:

— APXUTEKTYPY U MOJIb30BATEIhCKUE HHTEP(HEHCH OTIEPAIMOHHBIX CUCTEM

— MOPSIIOK oOecriedeHus: 0e30macHOCTH MH(POpPMAIMK TIPU IKCIUTyaTallud ONEPAIMOHHBIX
CUCTEM

— MCTOYHUKHU yrpo3 HH(OPMALMOHHON O€30MMaCHOCTH U MEPHI 10 UX MPEA0TBPALICHUIO

— CYIITHOCTh U COJAEpKAHHWE MOHITHS WH(OOPMANMOHHOW OE30MaCHOCTH, XapaKTEPUCTUKU €€
COCTaBJIISFOIINX

— TUTIOBBIC CPEJICTBA 3AIUTHI HH()OPMAIIMH B OTIEPAITIOHHBIX CHCTEMaX
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— IPOTpaMMHO-aNNapaTHBIE CPEICTBA U METOJIBI 3aIIUTHI HHPOPMAIH
- MOPSAOK SKCILTyaTalliy CPEACTB aHTUBUPYCHOM 3alllUThI B ONEPAIIMOHHBIX CHCTEMaxX
— (GopMBI 1 METOABI MHCTPYKTaXKa IMOJIb30BATENCH MO MOPSAKY paboThl B ONEpallMOHHBIX
cucreMax
— o0rmue TIPUHIIHITBI (YHKIIMOHHPOBAHHS POrPaMMHO-aNapPaATHBIX CpEICTB
KpunTorpaduueckoi 3amuTel “HGOpMaLUK
— HOPsI0K 0(hOPMIICHUS IKCIITYaTallMOHHOHN IOKYMEHTALUU
— HOpPMAaTHUBHBIE [TPABOBbBIE aKThI B 00JaCTH 3alIUTHI HH(GOpMALIUU
— OCHOBHBIC PYKOBOJSIIME M METOJMYECKUE TOKYMEHTHI YIIOJHOMOYEHHBIX (penepanbHbIX
OpPraHOB UCIHOJHUTEIBHOMN BJIACTHU IO 3alIUTe HHPOPMALIHH
— OpraHu3alMOHHBIE MEPHI 1O 3alUTe HHPOpMALIUU
st BeimosHeHUsT TpyAoBou ¢GyHkiuu 3.1.2 OOciaykuBaHHE MPOrPaMMHO-AIapaTHBIX
CPEZCTB 3alIUThI HH(OPMAIIMH B KOMITBIOTEPHBIX CETAX, 00YUAIOMIMNACS JTOJKEH:
ymemby
— IPUMEHSTHh MPOTPaAaMMHO-aNTapaTHBIE CPEACTBA 3alIUTH WH(GOPMAMKA B KOMIBIOTEPHBIX
CeTAX;
- YCTaHABJIMBATh MEKCETEBbIC IKPAHBI B KOMITBIOTEPHBIX CETSX;
— KOH(UTYPUPOBATh MEKCETEBBIEC IKPAHBI B COOTBETCTBUU C 3a/IaHHBIMU MTPABUIIAMU;
— KOHTPOJIMPOBATh KOPPEKTHOCTh HACTPOMKH MEKCETEBBIX IKPAHOB B COOTBETCTBHH C
3aJJaHHBIMU MTPABUIIAMU;
—  paboTaTh B KOMIIBIOTEPHBIX CETSIX C COOIIOJCHNEM JIEHCTBYIOMINX TPEOOBAaHUH TIO 3aIIUTE
uH(pOpMaLNH;
— IPOBOJIUTH MOHUTOPHHT, aHAJHM3 U CpaBHEHUE A(P(PEKTUBHOCTH MPOTPAMMHO-aNTIapaTHBIX
CPEICTB 3alUThl HHHOPMAIIUU B KOMIIBIOTEPHBIX CETSIX;
— yCTaHABIMBAaTh OOHOBJIEHUS MPOTPAMMHOTO  OOECHEeUeHHs, BKIIOYas IPOrPaMMHOE
o0ecreyeHre CpeiCTB 3alIUThl HH(OPMALIUH;
— GopMyTUpOBaTh TPEAJIOKEHUS TO TNPHUMEHEHHIO MPOTPaMMHO-ANIApaTHBIX — CPEICTB
3alUThl UHQOPMAIMK B KOMITBIOTEPHBIX CETSIX,
3HamMb:
— TOTIOJIOTUU U TPOTOKOJIBI CETEBOIO B3aUMOJCHCTBUSA, MPUMEHSAEMBIE B HKCIUIyaTHPYEMBIX
KOMITHIOTEPHBIX CETSIX;
— COCTaB U OCHOBHBIE XapaKTEPUCTHKH OOOpPYIOBaHHUS, MPUMEHSEMOr0 IpU MOCTPOCHUHU
KOMITBIOTEPHBIX CETEH;
— TUIIOBBIE METO/bl M MPOTOKOJIBI WACHTU(GUKAIMM, AYTEHTU(GHUKAIMK M aBTOPU3ALUU B
KOMITHIOTEPHBIX CETSIX;
— TUIIOBBIE CETEBbIE aTAKU U CIIOCOOBI 3aUTHI OT HUX;
- CYIIHOCTh M COJIEp)KaHWE TOHATHS WH(POPMAIIMOHHON 0Ee30MacHOCTH, XapaKTePHCTUKU €
COCTABJISFOIIUX;
- OCHOBHBIC HWCTOYHHKH yrpo3 HH(pOpManmnoHHOW O€30MacHOCTH W Mephl M0 WX
NpeI0TBPAILEHHUIO;
- IPOTPaMMHO-aNapaTHRIE CPEJCTBA U METOJIBI 3aIIUTHI HH(POPMAIHH;
— OCHOBHBIE ~ METOJbl OpPraHM3allMM M  TPOBEAEHUS  TEXHUYECKOro  OOCITy>KUBaHUS
KOMMYTAIIMOHHOTO 000PYIOBaHHUS KOMITBIOTEPHBIX CETEH;
— HOPsI0K 0(OPMIIEHUS SKCIUTYaTallMOHHON JTOKYMEHTAINH;
— o0mue  OpuHUUNBl  (QYHKIMOHUPOBAHUSA  CPEACTB  KpUNTOrpaduyecKkoll  3amiuThl
UH(OPMAIIUU B KOMITBIOTEPHBIX CETSX;
— nopsIoK obecrnieueHus: O0e30macHOCTH MHGOPMAIMU MPHU SKCIUTyaTallud KOMIBIOTEPHBIX
ceTel;
— GbopMBbI U METOJBI MHCTPYKTaXKa MOJIb30BATENEH MO MOPSIKY pabOThl B KOMITBIOTEPHBIX
ceTsix;
- HOpPMaTHBHBIE [TPABOBbIE aKThl B 00JIaCTH 3alIUTHI HHPOPMALIUH;
— OCHOBHBIC PYKOBOJSIINE M METOJMYECKUE TOKYMEHTBI YIIOJIHOMOYEHHBIX (peaepanbHbIX
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OpPTraHOB UCIOJHUTEIBHOMN BJIACTH TI0 3alUTe MHPOPMAIIHH;

— OpraHU3aIMIOHHbIE MEPHI O 3aIlIKUTe HHPOPMALIUH.

B cootBerctBum ¢ IlpodeccuonanbHbiM cTaHgapToM «CHENHMATUCT 1O TEXHUYECKOU
3amuTe WHGOPMANMKUY I BBIMOJHEHUs TpynoBod (ynkiuu 3.1.1 IIpoBeaenue pabor mo
YCTaHOBKE, HACTPOMKE, HCIBITAHUSAM M TEXHUYECKOMY OOCIYXMBAaHUIO TEXHHUYECKHX CpEICTB
3alUThl HHPOPMAIIMK OT YTEUKH 33 CUET MOOOYHBIX AJIEKTPOMArHUTHBIX U3ITy4YE€HUN U HaBOJOK C
[ENbI0 OBIIAJICHUS MPOPECCHOHANBHON ACSITENFHOCTH YMCHHSIMH JJIsi BBIMOTHEHHUS TPYIOBBIX
GYHKIMI ¥ COOTBETCTBYIOIIMMU KOMIIETEHUIUSAMHU OOYyYaroIIuiics B XOJE€ OCBOEHHUS Y4eOHOI
JUCIUTUINHBI «OCHOBBI HH(POPMAITMOHHOHN 0€30MacHOCTH» 00YJArOIIUNCS JOKEH:

ymemy:

— MPOU3BOJUTH YCTAHOBKY U MOHTQXX TEXHUYCCKUX CPEACTB 3alUThl HH(POPMAIIMH OT YTCUKH
3a CcYyeT MOOOYHBIX OJIIEKTPOMATHUTHBIX M3IYYeHHH M HaBOJOK B COOTBETCTBHH C
TEXHUYECKUM TMPOEKTOM, MHCTPYKUMSIMH TIO DSKCIUIyaTalldd U  3KCIUTyaTallMOHHO-
TEXHUYECKUMH JIOKYMEHTaMU;

— MPOBOJANTh HACTPOWKY W HCIBITAHUE TEXHHYECKUX CPEACTB 3alIUThl WH(OPMAIUU OT
YTEUKH 3a CUET MOOOYHBIX DJIEKTPOMATHUTHBIX H3ITYYEHHI U HABOJOK B COOTBETCTBUU C
WHCTPYKIUSMU TI0  OKCIUTyaTallud W TPeOOBaHUSMU  HOPMATHBHO-METOIUYECKUX
JIOKYMEHTOB;

— MPOBOANTh TEXHUYECKOE OOCTY)KUBAaHUE TECXHHUYSCKUX CPEICTB 3alIUThl WH(OOpPMALUU OT
YTEUKH 3a CUET MOOOYHBIX DJIEKTPOMATHUTHBIX M3JIYYCHHUI U HABOJOK B COOTBETCTBUU C
WHCTPYKIUSMH T10 IKCIUTyaTalluK U SKCIUTYaTallMOHHO-TEXHUYECKUMH JJOKYMEHTAMH;

— MPOBOJIUTh YCTPAHEHUE BBISBICHHBIX HEUCIIPABHOCTEH TEXHMYECKUX CPEACTB 3allMUThl
uH(OPMAIIMK OT YTCYKH 32 CYET MOOOYHBIX JIEKTPOMATHUTHBIX W3ITy4EeHUN M HABOJOK W
npu HEOOXOIUMOCTH OpPraHM30BBIBATH UX PEMOHT C IPHUBJICUECHUEM IPOU3BOAUTEICH
TEXHUYECKUX CPEJICTB 3aIIUTHl HH(OpMAIUK;
3Hamy:

— HOPMATHBHBIC MPABOBBIC AKTHI, METOAUYECKUE JTIOKYMEHTHI, HAIlMOHAIbHBIC CTAHAAPTHI B
obnmactu 3ammTbl WHGOPMAIMU OTPAHHUEHHOTO JOCTYNa W aTTeCTallid OOBEKTOB
nH(pOpMaTU3allMK Ha COOTBETCTBHE TPEOOBAHUM M0 3alIUTE UH(DOpMALINK;

— TeXHUUYECKHE KaHalubl YTeUKH HHPOpMAIMK, BO3HUKAIOIIME 3a CYET MOOOYHBIX
AJIEKTPOMATHUTHBIX H3JIYYCHHH OT OCHOBHBIX TEXHHUYECKHUX CPEJICTB, 32 CYET HABOJIOK
WH(OPMATUBHBIX CHUTHAJIOB Ha IeMH DJIEKTPONMUTAHUA M 3a3€MIICHUS OCHOBHBIX
TEXHUYECKUX CPEJICTB U CHCTEM, BCIIOMOTATENIbHBIE TEXHUYECKUE CPEJICTBA U CUCTEMBI, UX
KaOenbHbIE KOMMYHHUKAIIMHM, a TakKe CO3/JaBaeMble METOJOM '"BBICOKOYACTOTHOTO
00sydeHus1" OCHOBHBIX TEXHHYECKUX CPEJICTB M CHUCTEM M 3a CUET BO3MOXKHO BHEIPEHHBIX
AIIEKTPOHHBIX YCTPOUCTB MepexBaTa MHPOPMAIIUN B OCHOBHBIX TEXHHYECKUX CPEICTBAX U
CHUCTEMaXx;

— CIOCOOBI 3aIIUTHI UHPOPMAITUU OT YTEYKH MO TEXHUYECKUM KaHAJIaM;

— TEXHUYECKUE CpPEJICTBA 3alIUTHl HMHPOPMAUM OT YTEUKH 3a CYET MOOOYHBIX
AJIEKTPOMATHUTHBIX U3Ty4YEHUH U HABOJIOK;

— METO/Bl U METOJIUKU KOHTPOJIS 3P(HEKTUBHOCTH 3aIMUTHl UHPOPMAIIUKA OT YTEYKH 3a CUET
MOOOYHBIX ANEKTPOMATHUTHBIX H3TYYCHUN U HABOJIOK;

- cpenctBa KOHTPOJSl Y(PPEKTUBHOCTH 3aIUTHI HHPOPMAIIMM OT YTEUKH 3a CUET MOOOYHBIX
AJNIEKTPOMATHUTHBIX U3Ty4YEHUH U HABOJIOK;

— TEXHUYECKUE ONMHUCAHUS W HWHCTPYKIUHU (PYKOBOJACTBA) MO JKCIUTyaTallud TEXHHUYECKUX
CPEICTB 3amuThl HMHPOpPMAIMM OT YTEUKU 3a CUET MOOOYHBIX DIEKTPOMATHUTHBIX
W3JIy4YE€HHU U HABOJIOK;

— MPOEKTHAs JOKYMEHTAIlMsl Ha CHCTEMY 3allluThl 00bekTa WH(pOpMaTH3aluu (B YacTH
3alUThl 00BEKTa OT YTeUYkd HHPOpMalUU 3a CYET MOOOYHBIX AJIEKTPOMArHUTHBIX
U3JIy4CHHUI 1 HaBOJIOK);

— TEXHUUYECKOEe OOCTY)KMBAaHHWE TEXHUYECKHX CPEACTB 3alIUThl MH(OpPMALMU OT YTEUKH 3a
c4eT MOOOYHBIX IEKTPOMATHUTHBIX U3TYyYCHUH U HABOJIOK;
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— MOPSIIOK  YCTPaHEHUsI HEUCTPABHOCTEW M OpraHu3alid pPEMOHTA CPEJCTB  3allUThl
nH(pOpPMaLIMU OT YTEUYKHU 3a CYET MOOOYHBIX FIEKTPOMArHUTHBIX U3TYyYEHHUI U HaBOJOK.

Jlnst BeImosHeHus TpyaoBor Gynkiuu 3.1.2 [IpoBenenne paboT Mo ycTaHOBKE, HACTPOKKE,
UCTIBITAHUSAM U TEXHHUYECKOMY OOCITY>KMBAaHHIO TEXHHUYECKHUX CPEJCTB 3aIIUTHl AKyCTUYECKOMH
peueBoil HHPOPMALIMU OT YTEUKH [0 TEXHUYECKUM KaHajlaM, 00 yJaroIMHACs TOJIKEH:

ymemy:

- IPOM3BOJIUTh YCTAHOBKY M MOHTaK TEXHHUYECKUX CPEACTB 3allUThl aKyCTHUECKOW pedeBOi
uHPOpPMALIUK OT YTEUKHM IO TEXHHUYECKUM KaHajlaM B COOTBETCTBUU C TEXHUYECKUM
IPOEKTOM, HHCTPYKUMAMHU [0 OKCIUIyaTalud U  SKCILTyaTallMOHHO-TEXHUUYECKUMHU
JIOKYMEHTaMU;

- IPOBOJUTH HACTPOMKY U MCHBITAHUS TEXHUYECKUX CPEACTB 3alUThl aKyCTUYECKOH peueBoit
UHPOpPMALIMK OT YTEYKH IO TEXHWYECKHMM KaHajaM B COOTBETCTBUU C TEXHUYECKON
JOKYMEHTAllMe, MHCTPYKLUMSAMHU IO SKCIUIyaTallkd M SKCILTyaTallMOHHO-TEXHHUUYECKUMHU
JIOKYMEHTaMU;

— IPOBOJUTh TEXHUYECKOE OOCIYKMBaHME TEXHUYECKHUX CPEICTB 3aIIUThl AKyCTUYECKOH
pedeBoil WHpOpPMAIMKM OT YTEYKH [0 TEXHUYECKHM KaHajlaM B COOTBETCTBUU C
MHCTPYKLHUSAMHU I10 3KCILTyaTalluu M SKCIUTyaTalliOHHO-TEXHUYECKUMHU JOKYMEHTaMH;

— IPOBOANTH YCTPAaHEHHE BBISBICHHBIX HEUCHPABHOCTEH TEXHUYECKUX CPEICTB 3aIIUThI
aKyCTHYeCKON pedyeBOM HHGPOpMALMU OT YTEUKH [0 TEXHUUECKUM KaHajllaM U IIpH
HEOOXOJUMOCTH OpPraHM30BBIBATH HX PEMOHT C IPHUBICYECHUEM IPOU3BOAUTEIEH
TEXHUYECKHUX CPENICTB 3aILUThl HHPOPMALIUHY,
3HamMb.

— HOPMAaTHBHBIE NPABOBbIE AKTHI, METOJWYECKHUE JOKYMEHTbI, HAllMOHAIbHbIE CTAHAAPTHI B
oOnacTu 3amuThl HMH(OPMALMM OTPAHUYEHHOIO JOCTYNAa M aTTeCTallUM BbIIEIEHHBIX
(3amuInaemMbIx ) IOMEIIEHUH Ha COOTBETCTBUE TPEOOBAHUSAM I10 3aIIUTE MH(OPMAIIH;

— TEXHUUYECKHE KaHaJIbl YTEUKH aKyCTUYECKOUN pedeBoil MHpopmanuu (IpsiMble aKyCTHUECKHE,
BUOpAIOHHBIE, aKyCTOONITUYECKHE, AKYCTOAIEKTPUUECKHUE, aKyCTOIEKTPOMArHUTHBIE);

- BO3MOKHOCTH CPEJCTB aKyCTUYECKOUN PEYEeBOM pa3BEIKH;

— TEXHUYECKHE KaHaJbl YTEUKH aKyCTHYECKOH pedyeBoil MHpOpMalnu, co3/laBaeMble 3a CUET
BO3MO>XHO BHEJPEHHBIX 3JIEKTPOHHBIX YCTPOMCTB mepexBaTa MH(GOPMALMU B TEXHUYECKHE
CpeacTBa U (MJIH) TOMEIEHUS;

— OCHOBHBIE XapaKTEPUCTHKH IEKTPOHHBIX YCTPONCTB NepexBara HH(opManuy;

— CHOCOOBI 3aIUThl AKYCTHYECKOW pedyeBOi MHGpOpMalM{ OT YTEUKH MO TEXHHUUYECKUM
KaHaJlaMm;

— TEXHUYECKHE CPEJICTBA 3alUThl AaKyCTUYECKOH peueBoi HH(OpPMAIMM OT YTEUKHU I10
TEXHUUYECKUM KaHajam;

— METOJbl M METOJUKH KOHTPOJs dS((HEKTUBHOCTH 3aIIUTHl aKyCTUYECKOM peueBoi
uH(pOpMaLlMU OT YTEYKU MO0 TEXHUYECKUM KaHaJaMm;

— cpeacTBa KOHTPOJIS 3((EKTUBHOCTH 3alIUThl aKyCTUYECKOH pedeBoil mHpopMmanuu ot
YTeUKHU TEXHUYECKUM KaHajaMm;

— TEXHUUYECKHUE ONHUCAHUS M MHCTPYKLIMH IO IKCITyaTallud TEXHUYECKHX CPEJCTB 3aIlMUThI
pedeBoi HHPOpPMAIUU OT YTEUKHU M0 TEXHUYECKUM KaHajlaM;

— NPOEKTHAs JOKYMEHTAIMs Ha CUCTEMY 3aIlIMThI BBIIEJICHHOTO MOMEIICHHUs (B YaCTH 3aIIUTHI
aKyCTHUYECKOM peueBoi HH(OPMALIUY OT YTEUKU M0 TEXHUUECKUM KaHajaMm);

— HOPSIIOK  TEXHUYECKOTO  OOCTY)KMBAaHMS TEXHHUYECKHX CpEJICTB  3alIUThl  peueBOd
MH(POPMALIUU OT YTEUKU 110 TEXHUYECKUM KaHaJlaM;

— NOPSIOK YCTPAHEHUS HEUCIIPAaBHOCTEH TEXHUYECKUX CPEICTB 3alllUThl aKyCTHUECKON
peueBoi HHPOPMALIUU OT YTEUKHU 110 TEXHUYECKUM KaHajJaM U OpraHU3alys UX PEMOHTA.
Jns BeimonHeHust TpynoBoi ¢pynkuuu 3.1.2 IIpoBeaenue paboT Mo ycTaHOBKE, HaCTpOHKe,
UCTIBITAHUSAM U TEXHUYECKOMY OOCITY’)KMBAaHHUIO TPOrPaMMHO-TEXHHUUECKUX CPEJICTB 3aIUTHI
UH(POPMALIMU OT HECAHKITMOHUPOBAHHOT'O IOCTYIIA, O0YYAIOLIUICS JOKEH:
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ymemy:

MMpOU3BOJUTL YCTAHOBKY H HaCTpOﬁKy IIPOrpaMMHO-TEXHUYCCKHUX CPEACTB 3alllMThI
I/IH(I)OpMaL[I/II/I OT HCCAHKIIMOHUPOBAHHOI'O NOCTYyIIa B COOTBCTCTBUU C HHCTPYKIUAMH I10
OKCILTyaTaluu M SKCILTYaTallUOHHO-TEXHUYCCKUMU JOKYMCHTAMU,

IPOBOJIUTH HCIBITAHUS TPOTPAMMHO-TEXHUYECKHX CpPEACTB 3alluThl WHGOpPMAUU OT
HECaHKLMOHUPOBAHHOI'O JIOCTyIla B COOTBETCTBUM C MHCTPYKLHAMH IO DKCIUTyaTallMd M
JKCINTYaTallMOHHO-TEXHUYECKUMHU JOKYMEHTAMU;

IPOBOJIUTh TEXHUYECKOE OOCIyXKHBAaHHE MPOrPAMMHO-TEXHUYECKMX CPEACTB 3allUTHI
UHPOpPMALUK OT HECAaHKIIMOHMPOBAHHOTO JIOCTYNA B COOTBETCTBHU C HMHCTPYKIHSIMH II0
JKCIIIyaTaluy U dKCILTyaTallHOHHO-TEXHUYECKUMU TOKYMEHTAMY;

IIPOBOJIUTH YCTPAHEHUE BBIABICHHBIX HEHCIIPABHOCTEH IMPOIPAMMHO-TEXHUYECKUX CPENICTB
3alMThl MH(GOpPMAlMM OT HECAHKIMOHMPOBAHHOIO JOCTyNAa M IpH HEOOXOAMMOCTH
OpPraHU30BBIBATh UX PEMOHT C IIPUBIICYEHUEM IIPOU3BOAUTEINICH ITUX CPEICTB;

3HaMb:

HOPMATHBHBIE IIPABOBBIE AKTHI, METOAUYECKUE JTOKYMEHTbI, HAlMOHAIbHBIE CTAHIAPTHI B
o0nacTy 3amuThl MHGOPMALUU OT HECAHKIMOHMPOBAHHOIO JOCTyHNa M aTTecTaluu
ABTOMATH3UPOBAHHBIX CHCTEM Ha COOTBETCTBHE TPEOOBAHMUSM T10 3aIIUTE HH()OPMAITHH;
CHOCOOBI pealn3aluil HECAHKIIMOHUPOBAHHOTO JIOCTYNa K WH(GOpPMAIMK U CHEIHaIbHBIX
IPOTPaMMHBIX BO3JEHCTBUI Ha HMHGOpPMALMIO M €€ HOCUTEIM B aBTOMAaTU3MPOBAHHBIX
CUCTEMAX;

METO/ABbI 3aIlUThl HMHPOPMALMU OT HECAHKUUOHUPOBAHHOI'O JOCTyNa M CIELUAIbHBIX
IIPOrpaMMHBIX BO3/ICMCTBUI Ha HEE;

METO/Bl KOHTPOJIA 3aIIMLIEHHOCTH MH()OpPMAlUM OT HECAHKIMOHUPOBAHHOTO JOCTYyIA W
CIIEHUAJIbHBIX TPOTPAMMHBIX BO3ACHCTBUN;

CpeACTBa KOHTPOJIS 3aLUILIEHHOCTH HH(POPMALIUU OT HECAaHKIIMOHHUPOBAHHOTO JIOCTYTIA;
METOAMKH KOHTPOJIS 3alUILEHHOCTH HH(POPMALIUU OT HECAaHKIIMOHUPOBAHHOTO JJOCTYTIA;
TEXHUYECKHE ONUCAHUSA W MHCTPYKIMM MO OHKCILIyaTallid IIPOrpaMMHO-TEXHUYECKHX
CPEZCTB 3alIUThl HH(OPMAIIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

TEXHUUYECKOE 00CITy)KMBaHHE NMPOTrPaMMHO-TEXHUYECKUX CPEICTB 3alllUThl HH(pOpMALUU OT
HECaHKI[MOHMPOBAHHOIO JOCTYIIA U CIELUAIbHBIX BO3IECUCTBU;

MOPSIIOK  YCTPAHEHUS! HEUCIPABHOCTEM IMPOrPaMMHO-TEXHUYECKUX CPEIACTB  3aIIUTHI
UHPOpPMALlMM OT HECAaHKUMOHMPOBAHHOTO JIOCTyNa U CIEUUAIbHBIX BO3JEHCTBH,
OpraHU3ali UX PEMOHTA.

2. CTPYKTYPA U COAEP KAHME JUCHUIIJIMHBI

2.1 O0BeM TUCIUTUTMHBI ¥ BUJIBI YU€OHOW PaOOTHI

Bun yueOHoli paboThl O06mwem B yacax
O0bem o0pa3oBaTe/IbHOM NPOrpaMMbl Y4eOHOH IMCIUILTHHBI, B TOM
uuce: 87
3.1.00beM padoThI 00y4aIOIIMXCH BO B3AaUMO/IEiiCTBUM C
npemnojaBaTtejieM 64
Teoperndeckoe 0OyueHne 32
[IpakTHueckue 3aHsITUs 32
0) mpomexxyTrouHas arrectarnus (auddepeHIInpOBaHHBIN 3a4€T) -
3.2.CamocTosiTeIbHAsI paboTa 00y4arommxcsi 11
IIpome:xxyTouHasi arTectanusi B gopMe I3K3aMeHa, B TOM YHCJIe 12
KOHCYJIbTAUMH 4
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2.2. TemaTHYeCKHU# IJIaH ¥ COACPKaAaHUEC NUCIMIIJINMHBI.

Koabl
KOMIIeTEeHI]
Hid,
¢opmupos
HaumeHnoBanue Oo0bem aHUIO
Conep:kanue y4eOHOro Mmarepuajia u GopMbl OPraHU3aANUM 1eATETbHOCTH 00yUAI0IIHXCS
pa3/1es10B U TeM 4acoB KOTOPBIX
CIOCOOCTBY
€T 3JIeMeHT
nporpamMmm
bl
1 2 3 4
Tema 1.1. Conep:xanue yueOHOro MmaTepuasa 10
OcHoBHbI¢ nousATus | [lonstue napopmanmu u nHGOPMAITMOHHOM 0€30MTaCHOCTH.
U 3a71a4u Nudopmanus, coobmienus, nHOOpPMALUOHHBIE MPOLECChl KaK OOBEKThl HWHGOPMALMOHHON
MHPOPMAIIMOHHOW | 6€30MaCHOCTH.
0€301MacHOCTH 00630p 3amunaeMbix 00bEKTOB U CUCTEM.
[TonsiTne «yrpo3a uHGpOPMAITUN. OK 03,
[Tonsatue «pucka nHGOPMAIIMOHHON 0€30MaCHOCTI. OK 086,
CamocTosiTeabHasi padoTa 11 OK 09.
Bueaynutophnas pabora ¢ 9bC.
Co3nanue mpe3eHTAMid B MPUIOKEHHH Prezi, moaroroBka MyOJUYHBIX BBICTYIUICHHH MO
temam: [Ipumepsl pectymiienuit B chepe nHGpopmariu 1 THPOPMAITHOHHBIX TEXHOIOTHIA.
3amuTa YeloBeKa OT OMacHOM HMH@OpMAalMM U OT HEHH()OPMHPOBAHHOCTH B 00JaCTH
MH(POPMAIMOHHOM 6e30macHOCTH Ui MpOBeJeHHe MH(POPMAIMOHHBIX Oecell CO CTYAEHTaMu
y4eOHOTO 3aBEICHUS
Tema 1.2. OcnoBel | Conep:kaHue y4eOHOro MaTepuajia 8
3aIIUTHI LlenocTHOCTh, JOCTYMHOCTh U KOH(UAEHIMaNbHOCTh HH(popmanuu. Kiaccupukarms 85 82
uHpOopMaIUU nH(OpPMAaIIUY TI0 BUJIAM TaliHBI M CTENEHSIM KOH(PHUICHIIMATHHOCTH. OK 09’

[TonsiTHs rocyiapcTBEHHON TallHbI M KOH(UIEHIIMATbHON HH(OpMAIIHH.
JKuznennsple UKIIBI KOHOUIEHIMANIBHOM HHpOpPMaLMU B MpoLecce ee co3JaHus, o0paboTKH,
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nepeaadnd. DJIEeMEHTHI mpoliecca MeHemxkmenTa b, Mopens uaterpauu nHGOpMaIimOHHON
0€30MMacCHOCTH B OCHOBHYIO JesITeNIbHOCTh opranu3anuu. [lonstue [lomutuku 6e30macHoCTH.

IIpakTnyeckue 3aHATHS 4
[Ipaktuueckoe 3anstue Nel
Knaccudukanus  3ammmaemoit  wHbopMarmu O BUAAM  TallHBI W CTENCHSM
KOH(UASHITHAILHOCTH.
[IpakTuueckoe 3ansitue Ne2
Knaccudukanus 3amuIaeMol MHQGOpMaIuu 1o BUJAM TalHBI U CTETICHSIM
KOH(UICHITUAILHOCTH.
Tema 1.3. Yrpossr | Coneps:xkanue yue6HOro Mmarepualia 4
0€30MacHOCTH [TonsiTre yrpo3sl 6e3omnacHocTd HHGOPMALIUN
3alUIAeMON CucremHas kinaccudukanus yrpo3 6€301macHoCcTd HHPOpPMAaLUH.
uHbopMauu IIpakTHYeckne 3aHATHUS 10
[IpakTuueckoe 3ansitue Ned
Omnpenenenre 00HEKTOB 3aIIUTHI HA TUIIOBOM 00BEKTE MH(OPMATHU3ALINH. OK 03,
[IpakTnueckoe 3anstue No4 OK 06,
Omnpenenenue yrpo3 o0bekTa HHPOPMATU3ALMH U UX KIacCUUKanus OK 09.
[IpaxkTnueckoe 3anstue NeS
Vsa3BuMocTu. MeTo/bl OLIEHKH YSI3BUMOCTH HH(pOpMaIUU
[IpakTuueckoe 3anarue Nebd
HccnenoBanue KaHaIOB M METOI0B HECAHKLIMOHUPOBAHHOI'O IOCTYNa K HHPOpMAIMU
IIpakTnueckoe 3anarue Ne7
OtBeTb! Ha Bonpockl. Coo0IIEeHUs IO TEME
Temal 4. Coaepsxanue yqyeOHOIro marepuaia 6
Mertononornyeckue | Axanus CYLICCTBYIOIIIMX METOAUK OIIPEACICHU TpGGOBaHI/Iﬁ K 3aIUTe I/IH(I)OpMaI_II/II/I.
IIOAXOABI K 3auTe | [TapameTpsl 3amuniaeMoil HHGOPMAIMK U OIeHKa (PaKTOpOB, BIUAIONIMX Ha TPeOyeMBbIi
vH(pOpMAIIUH YPOBEHb 3alUThI HH(OPMAIIHH. OK 03
Bunel Mep 1 OCHOBHbBIE IPUHIHUIIBI 3AIUTHI HH(OPMALIHH. OK 06:
IIpakTnyeckne 3aHATHS 8 OK 09.
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[IpakTuueckoe 3anstue No§

HccnenoBanue METOAMK OTpeieieHust TpeOOBaHUH K 3a1IuTe HHPOpMAIUH.

[IpakTuueckoe 3anstue Ne9

HccnenoBanue mapaMeTpoB 3alUIiaeMoil MH(GOPMALUU U OLeHKa (DaKTOPOB, BIUSIOUIMX Ha
TpeOyeMblil ypOBEHb 3aIIUTHI HHPOPMAIUH.

IIpakTnueckoe 3ansarue Nel(

AHanu3 OCHOBHBIX MPUHIIUIIOB 3aIUTHI THPOPMALIUH.

[Ipaktuueckoe 3anstue Nel 1

OtBetbl Ha Bonpockl. CoOOIIEHUS IO TEME

Temal.5
HopmarusHo
MPaBOBOE
perynupoBaHue
3aIUTHI
nHbopMauu

Conep:xanue yueOHOro MmaTepuasa

OpraHu3annoHHas CTPYKTypa CUCTEMBI 3aIlUThl UH(OpMAIH

3aKoHOaTENBbHBIC aKTHI B 00JIACTH 3alIUTHI HHPOPMALIUN

Poccuiickue u MeXIyHapoAHBIC CTaHAAPTHI, ONpPEACIIOINE TpeOOBaHMS K 3allHUTe
UH(OPMAITHH.

IIpakTH4yeckue 3aHATHSA

[Tpaktuueckoe 3anstue Nel2

PaboTa B cripaBOYHO-TIPaBOBOM CHCTEME C HOPMATHBHBIMH M MPABOBBIMH JTOKYMEHTAaMH IO
MH(pOPMaIMOHHOM 6e30macHOCTH (4acTh 1)

[IpakTuueckoe 3anarue Nel3

PaboTa B cripaBOYHO-TIPaBOBOM CHCTEME C HOPMATHBHBIMH M MPABOBBIMH JTOKYMEHTAaMH IO
MH(POPMAIMOHHOM 6€30MacHOCTH (4acTh 2)

[IpakTuueckoe 3anstue Nel4

PaboTa B cripaBOYHO-TIPaBOBOM cCHCTEME C HOPMAaTHBHBIMHM M IPABOBBIMH JOKYMEHTaMH IO
nH(popMalMOHHON 6e30macHOCTH (4acTh 3)

IIpakTnueckoe 3ansatue Nel5

PaboTa B crpaBO4YHO-IIPaBOBOM CHCTEME C HOPMATHBHBIMH M MPABOBBIMH JTOKYMEHTAaMH I10
nH(pOpMannoHHOM 6e30macHoCcTH (4acTh 4)

[IpaxTnueckoe 3anstue Nel6

PaboTa B cripaBOYHO-TIPaBOBOM CHCTEME C HOPMATHBHBIMH M MPABOBBIMH JTOKYMEHTAMH 10
MH(OPMAIMOHHOM 6€30MacHOCTH (4acTh 5)

10

OK 03,
OK 06,
OK 09.

IIpome:xyTrouHas arrecranus B opme dIK3aMeHa,
B TOM YHCJIC KOHCYJIbTAllUU

12

Bcero: 87 uaca
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3. YCJIOBUSA PEAJIMBALIMA ITPOI'PAMMBI JTUCHUIIJINHBI

3.1.lns peanuzanii TPOrpaMMbl JTUCHUUIUIMHBI TPEAYCMOTPEHBI CIEAYIONINE CHEIUATbHBIC
nomernieHus (B coorsercteuu ¢ ®I'OC u ITOOI]):

1. YueOHas ayauTopus sl IPOBEJCHUS 3aHITHIH BCEX BUJIOB, MPEYCMOTPEHHBIX 00pa30BaTEIbHOM
MPOTPAMMOIA, B TOM YHCJIE TPYIIIOBBIX W UHIUBUIYaTbHBIX KOHCYJIbTAIUH, TEKYIIIEr0 KOHTPOIS U
MTPOMEKYTOYHOU aTTeCTaIlMH

(KabuneTt mHpOpPMATHKH)

Crenman3upoBaHHas MeOeb:
JlexumoHHbIe mapThl — 13 mT.
Crynbs — 37 mir.

CT01 KOMITBIOTepHBIH — 1 11T,
VYuebnast jocka — 1 mr.

OKpaH HaCTEHHBIA — 1 1T.

TexHnuueckue cpeacTna 00yueHHUS:

Kommerorep npenonasaresst — 1 mr.

Kommerorep oOydatomerocs (HOyToyk) — 12 mir.
MHoroQyHKIMOHATFHOE YCTPOUCTBO/pUHTEp — 1 TmIT.
MynbpTuMenna npoekTop — 1 mr.

AynMOKOTOHKH — 11IT.

2. JJabopaTopust IpOrpaMMHBIX U ITPOrPaMMHO-aNNapaTHBIX CPEICTB 3aIUThI HHPOpMaLUU

Crienman3upoBaHHas MeOemb:
JIeKIMOHHBIC TTAPTHI — 26 1T,
Crynbs — 53 mr.

Cron KoMITBIOTEpHBIH — 1 mIT.
VYuebnast jocka — 1 mr.

OKpaH HACTEHHBIN— 1 mIT.

Texnuueckue cpesicTBa 00yUeHUsL:
KommproTep mpenogaBarens — 1 mr
MynbTuMenna npoekTop — 1 mir.
AyIMOKOIOHKH — 11T

Cepsep — 2 mT.

Hcrounnku 6ecriepeOOHOTO MTUTaHHUS — 2 IIIT.
MHoro¢pyHKIHOHAIEHOE YCTPOUCTBO -1 mT.

AHTHBUPYCHBIEC TTPOTPAMMHBIE KOMIUIEKCHI; allliapaTHbIE CPEJICTBA Ay TEHTH(UKAIMN TI0Ih30BaTEIIs;
MIPOTpaMMHO-aMnIapaTHbIe CPECTBA YIIPABICHHUS TOCTYIIOM K JAHHBIM M 3aLIUTHI (IIU(PPOBAHUS)
nHOPMAaLIUK; CPEACTBa 3AIUTH HH)OPMALUU OT HECAHKLIMOHUPOBAHHOTO AOCTYMA, OJOKUPOBaHHUS
JIOCTyIa ¥ HApYIICHUS [IEJIOCTHOCTH; IPOTrPaMMHBIE CPEICTBA KPUNTOTPpadUIEeCKON 3aUThl HHPOPMAIHH;
MPOTpaMMHBIE CPEJICTBA BBISBIICHUS YA3BUMOCTEH M OIEHKH 3allIMIICHHOCTH HHPOPMAIHOHHO-
TEIeKOMMYHHKAIMOHHOW CHCTEMBI, aHaJIN3a CETeBOro Tpaduka.

IlepeyeHb TUIEH3MOHHOTO MPOrPAMMHOTO O0ECTICUEHHSI:

1) AnruBupycHnas 3amura Kaspersky Endpoint Security

2) Astra Linux, Libre Office

3) IIporpaMMHBIe CpeACTBa KPUNTOrpadUIecKoi 3auThl HHGOpMAIUH

4) TIporpaMMHO-amnmapaTHbIC CPEICTBA YIIPABICHUS JTOCTYIIOM K JJAHHBIM M 3aIUTHI (IIU(PPOBaAHHS)
nHpopmanum, cpeacTBamu 3ammTsl vHGopManmu ot HC/I, 6mokupoBaHus ocTyna U HapyIIeHuUs
LEIOCTHOCTH;

[Nomemenune odecriedeHo JOCTYIIOM K ceTr «HTepHET» U AIEKTPOHHOH HH(OPMAITUOHHO-
obpazoBarenbHON cpeae PUHAHCOBOTO YHHBEPCHUTETA.
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3. YueOHast ayquTopus 1Jisl IPOBEACHUS 3aHATHI BCEX BUAOB, IPEIYCMOTPEHHBIX 00pa30BaTeIbHON
[IPOTPaMMOii, B TOM YHCIIE TPYIIIOBBIX U HHIUBUYaJIbHBIX KOHCYJIbTALUM, TEKYIIEI0 KOHTPOIIS U
MIPOMEKYTOUHOH arTecTauuu

(MeTtomnueckuit KaOWHET)

Crnenuanu3upoBaHHas MeOeb:

Kommnerorepusie ctosst — 20 mT.

Cron nucbMeHHBIH — 13 miT.

Kpecno komnerorepaoe — 20 .

Crynbs — 26 mir.

kad mis yaeOHO-METOAMYECKUX MaTepPHAaIoB — 6 IIT.

TexHUYECKHE CPEACTBA OOYUCHUS:
[lepcoHanbHbIE KOMIIBIOTEPHI — 18 MIT.
MynsTUMeua npoekTop — 1 miT.
OkpaH HacTeHHbIH — 1 1T,
AyANOKOJIOHKHU — 11T,

4. TTomereHus I CaMOCTOSTEIBHON paOOoThl: BUOIMOTEKa U YNTANILHBIN 3411 C BBIXOJIOM B ceTh MIHTEepHET

Crenuany3upoBaHHas Me6emb:

Croun xadenpa — 3 mT.

Karanoxueii smmk — 1 .

[xad mis anTaTenbcKkux GOpMyISIPOB — 3 MIT.
Burpuna qiig kaur — 3 mir.

Cron yuennueckuit — 24 mr.

Kpeco kommbroTepHOE — 2 IIT.

Cryn - 48 mir.

Cron 3proHOMUYHBIN ¢ TyMOOW — 1 miT.

[xad mist TOKyMEHTOB — 3 TIIT.

TexHuueckue cpecTBa 0OyUCHHS:
[lepconanbHbIe KOMITBIOTEPHI— 18 TIT.

IlepedeHb HDOd)eCCI/IOHaJ'ILHLIX 0a3 JAaHHBIX U I/IHd)ODMaHI/IOHHO'CHDaBO‘IHBIX CHUCTEM

Nudopmannonnas cucrema «EnnHoe okHO qocTyma kK o0pazoBarenbHbIM pecypcam. Pazen.
WNudopmatuka 1 ”HPOPMALIMOHHBIE TEXHOJIOTHM» [ DnekTpoHHbIi pecype]. URL:
http://window.edu.ru/catalog/?p_rubr=2.2.75.6

OnekTpoHHO-0MOMMoTeuHas cuctema IPRbooks [Dnextponnsrii pecype]. URL:
http://www.iprbookshop.ru/

OnexkTpoHHO-01OIMoTeyHast cuctema FOpaiit: https://urait.ru

DekTpoHHO-0MOIMOTeuHast ciucTemMa Znanium: https://znanium.com/

DnekTpoHHO-0MOIMoTeuHas cuctema Book.ru: https://book.ru/

IlepeyeHb JMIIEH3MOHHOIO M CBOOOHO PAacIPOCTPaHIEMOr0 IPOTPAMMHOTO 00ECIIEUCHUS

MicrosoftOfficeProfessional

Microsoft Windows

Astra Linux , Libre Office

3.2. HNudopmanmonnoe obecrneyeHne peaan3aliii IPOrpaMMbl

Jns peanuzanuu mporpaMMbl OMOIMOTEYHBIN (OHI 00pa3oBaTEIHLHON OpPTaHHW3allMd WMEET
ANIEKTPOHHBIE ~ 00pa3oBaTelbHbIE ¥ MH(POPMALMOHHBIE PECypChl, pPEKOMEHAyeMble s
HCIIOJIb30BaHUs B 00pa30BaTeILHOM IIpoIiecce.

OcCHOBHBIE U31aHUS
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OcCHOBHbIC HCTOYHHKH:

1. bapanoga, E. K. OcnoBsl unpopmannonneii 6e3onacuoctu : yueonuk / E.K. bapanosa, A.B.
babam. — Mocksa : PUOP : MH®PA-M, 2022. — 202 c¢. — (Cpeanee mpodeccruoHanbHoe
obpaszosanue). — DOI: https://doi.org/10.29039/01806-4. - ISBN 978-5-369-01806-4. - Tekcr :
anekTpoHHbId. - URL: https://znanium.com/catalog/product/1860126 (nara obpamienus: 22.08.2024)

JlonoJiHuTeIbHbIEe HCTOYHHKH:

1. Bab6am, A. B., Kpunrorpadudeckue METO/IbI U CPEICTBA 3aIUTHI HHQOpMALINY | yueOHUK /
A. B. ba6am, E. K. bapanoa. — Mockga : KnoPyc, 2024. — 222 c. — ISBN 978-5-406-11653-1. —
URL: https://book.ru/book/950118 (mara obparenus: 22.08.2024)

2. babam, A. B., HWudopmanmonnas Oe3onmacHOCTb. JlaGopaTopHBI MNpakTHKyM +
ellpunoxenue : yuebnoe nocodue / A. B. babdam, E. K. bapanosa, }0. H. MenbaukoB. — Mockaa :
KuoPyc, 2023. — 131 ¢. — ISBN 978-5-406-11731-6. — URL.: https://book.ru/book/949452 (nara
obpamienus: 22.08.2024).

3. 3enkoB, A.B. UHdopmanmonnas Oe3onmacHOCT, M 3amuTa WHGOpMaLUU . ydeOHOE
nocobue st By30B / A. B. 3eHK0B. — 2-¢ u3j., mepepad. u qom. — Mocksa : M3garenscTBo FOpaiir,
2024. — 107 c.— ISBN 978-5-534-16388-9. — Tekcr : aaektponnsiii // OOpa3oBarenbHas
mwiatdopma IOpaiir [caiir]. — URL: https://urait.ru/bcode/544290 (mara o6pamienus: 28.02.2024)

4. Kazapun, O.B. OcHoBbl  uH(pOpMAMOHHOW  OE30MAaCHOCTU:  HAJCKHOCTh W
0€30MacHOCTh MPOrPAaMMHOTO OOecIeueHHs : yueOHOe MocoOue JIs cpelHero npodeccHoHaILHOTO
obpazosanust / O. B. Kazapun, U. b. lllyounckuit. — Mocka : M3marensctBo FOpaiit, 2024, —
342 c. — (Ilpodeccuonanbroe odpazoBanue). — ISBN 978-5-534-10671-8. — TekcT : 31eKTPOHHBII
/I O6pazoBarensuas miardopma IOpaiir [caiit]. URL: https://urait.ru/bcode/542339 (nara oGparenus:
22.08.2024).

o. benos  E.b.  OpranuzanuoHHo-ipaBoBoe  o0ecnedyeHue  HMH(OPMALMOHHOU
6e3onacHoctu: yuebHnoe nznanue / benos E.b., [Ipxxeropaunckuii B. H. - Mocksa : Akagemus, 2021. -
336 c¢. (CnemumanbHOCTH cpeaHero mpodeccuoHanbHoro odpasosanus). - URL: https://academia-

moscow.ru - Pexum poctyma: OnekTpoHHas Oubianoreka «Academia-moscow». - TekcT
BIEKTPOHHBIN
6. OpraHu3alliOHHOE U TIpaBoBoe o0ecreyeHne HH(PpOpMaMOHHONW 0e30macHOCTH

y4eOHUK U MpakTUKyM s By30B / ox pepaknueit T. A. [Tonskosoi, A. A. CrpenbuoBa. — Mocksa :
NspatensctBo FOpaiir, 2024. — 325 c. — ISBN 978-5-534-03600-8. — Tekct : 37eKTpoHHbIH //

OGpasoBarenbHas  mwiarpopma  FOpaiir  [caiit]. —  URL: https://urait.ru/bcode/536225 (nara
obparmienus: 22.08.2024).
7. Emnn, B. M., OpranuzanmoHHoe U TpaBoBoe obecreueHne WHOOpMAIMOHHON

6e3onmacHoctu : yuyebHoe mocobue / B. M. Emun, A. K. Xapoma, ; mox o6m. pex. A. B.
[aperopoameBa. — MockBa : KnaoPyc, 2024. — 177 ¢. — ISBN 978-5-406-12576-2. — URL:
https://book.ru/book/952750 (nara obpamienus: 22.08.2024).

8. [llepbak, A.B. NHdpopmannonHas  0e30macHOCTh: Y4eOHHUK Ul CpeHEero
npodeccronanbHoro obpasosanus / A. B. lllepbak. — Mocksa : U3zgarensctBo HOpaiit, 2024, —
259 ¢. — (ITpodeccuonanshuoe obpazoBanue). — ISBN 978-5-534-15345-3. — TekcrT : 2eKTpOHHBIN
Il OGpaszoBarensHass rtuiargopma IOpaiir [caiir]. — URL: https://urait.ru/bcode/543873 (mara
obparmienus: 22.08.2024).

9. Crrues, 0. H. OcHoBbl nHpOpMannonHoi 6e3omacHocTy : yuebnoe mocoodue / FO.H.
CorueB. — Mocksa : UHOPA-M, 2024. — 337 c¢. — (Cpennee npodeccruoHaibHOe 00pa3oBaHue). -
ISBN 978-5-16-019432-5. - Teker : AIIEKTPOHHBIH. - URL:

https://znanium.com/catalog/product/2118689 (mata obpamenus: 22.08.2024).
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6e3onacHoctu : yueOHoe mocooue / FO. A. Pomguues. - Cankr-IlerepOypr : Ilurep, 2021. - 256 c. -
(Cepust «Yuebnuk nansi By3oB»). - ISBN 978-5-4461-0861-9. - Tekcr : snekrponHbid. - URL:
https://znanium.com/catalog/product/1766376 (nata obpamienus: 22.08.2024)

11. [lanerun, B. ®. 3amurta nHGOpPMAIIUN B KOMIIBIOTEPHBIX CUCTEMax M CETAX : ydeOHOe
nocobue / B. @. Illanbrun. - 2-e uszn. - Mocksa : JIMK Ilpecc, 2023. - 594 c. - ISBN 978-5-89818-
506-0. - Tekcr : onekrponnbii. - URL: https://znanium.com/catalog/product/2107178 (mara
obparmienus: 22.08.2024).

Ilepuoauyeckue u3IaHus:

12. Kypunaner Chip/Yum: XypHan 0 KOMIBIOTEPHOW TEXHUKE UIsi TPO(ECCHOHAIOB U
OMBITHBIX MOJIb30BATENEH;

13. XKypuanst 3amwmra wundopmaumu. Hucaiin: MuHopMannoHHO-METOAUYECKUN KypHAT
WNudopmannonnas 6€30MacHOCTh peTHOHOB: HayuHO-TTpakTHYEeCKHid KypHAT

14. Bompocel  kubepOezonacHoctd.  Hayunblil,  nepuogudeckuii, HMHPOpPMAIMOHHO-
METOJIMYCCKUI JKypHan ¢ 0a30BOH crenuanu3anueii B obiactu WHPOPMAIMOHHONH 0€30MacHOCTH..
URL.: http://cyberrus.com/

15. be3omacHocTh WMHGOPMAIMOHHBIX  TEXHOJNOTHH. IlleprHoauuecKkuii  pereH3upyeMblid
HayuHblii )xypHan HUSY MUOU. URL: http://bit.mephi.ru/

JIEKTPOHHbIE HCTOYHUKM:

1. ®enepanbHas ciyx6a mo TeXHUYECKOMY U 3KcnopTHOMY KoHTpoisto (PCTIK Poccun)
www.fstec.ru

2. HWudopmannoHHO-CIIpaBOYHAs CHCTEMa 110 JOKYMEHTaM B 00JIACTH TEXHUYECKOH 3aIllUThI
uHpopmarmn WwWw.fstec.ru

3. OOpa3zoBareibHble MOPTAIbl MO PAa3IUYHBIM HalpaBlIeHUSM O00pa30BaHUS U TeMaTHKE
http://depobr.gov35.ru/

4. CnpaBouHo-npaBoBas cuctema «Koncynaprant [Tirocy www.consultant.ru
CnpaBouHo-nipaBoBas cucteMa «['apanT» » Www.garant.ru
denepanbublil nopran «Poccuiickoe oopazoBanue Www.edu.ru
denepanbublii paBoBoii nopran «FOpuanyeckas Poccus» http://www.law.edu.ru/

© ~N o> o

Poccuiickuii Gnomerpudeckuii mopran WWw.biometrics.ru

9. ®enepanpnbiii  moptan  «MHDOPMAMOHHO-  KOMMYHHKAIIMOHHBIE — TEXHOJIOTHH B
obpazoBanum» htpp\\:www.ict.edu.ru

10. Caiit HayuHoii anekTpoHHO# 6ubnmorexn Www.elibrary.ru

B cootBerctBuu co ct. 43 Koncrutyuu Poccuiickoit ®enepanuu, 273-O3 «O6 obpazoBaHun
B Poccuiickoit ®eneparum» ot 29.12.2012, npukazom Muno6puayku Poccun ot 09.11.2015 N 1309
«O6 yrtBepxkaenun Ilopsinka obecriedeHUs yCIOBUM JOCTYHHOCTH ISl MHBAJIMIOB OOBEKTOB U
MPEOCTABIAEMBIX YCIYyT B cdepe o0pa3oBaHMs, a TAaKKE OKa3aHHUS UM INPH 3TOM HEOOXOAUMOMN
nomoury, [OCT P 57723-2017 «MHpOopMaIMOHHO-KOMMYHUKALIMOHHBIE TEXHOJIOTUU B
oOpazoBannu. CHCTEMBI 3JEKTPOHHO-OMOMMoTeunbie. O6mme monoxenus», 'OCT P 52872-2019
«MHTEepHET-pecypchl W npyras WHGOpPMAIMs, TPEICTaBICHHAas B SJIEKTPOHHO-IMGPOBOM dopme.
[Tpunoxenus A cTalMOHAPHBIX U MOOMJIBHBIX YCTPOMCTB, MHBIE MOJb30BATEIbCKHE HUHTEP(ENUCHI.
TpeGoBaHust AOCTYMHOCTH JJS JIOACH C MHBAIMIHOCTBIO W JIPYTUX JIML C OTrPaHMYCHHUSIMHU
KHU3HEEATSIBHOCTH», BCE TpeAsiaraéMble JIEKTPOHHBIE PECypChl MAaKCHUMAJIbHO KOMQOPTHBI UIs
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YTCHUA CJIaGOBI/I,Z[}IH_II/IMI/I JIOAbMU.

MacmrabupoBanue Tekcra aocruraer 300 mpouenTos. [Ipu

W3MEHEHUHU MaciTada COXPAaHACTCSA BO3MOKHOCTb BUACTH BCIO CTPAHUIY TCKCTA, HC 06pe3a;1 €ro.

4. KOHTPOJIb 1 OIEHKA PE3YJBTATOB OCBOEHUA JUCHUITJIMHBbI

Pe3synbrarsl 00yueHus

Kpurepuu oneHku

DopMbl
OLICHK!U

u METOJbI

YMeHus:
Kiaccu(UIUpPOBaTh 3alUIAEMYO
UHQOPMAIMIO 10 BHUJAM TalHBI W]
CTENEHSM CEKPETHOCTH;

—KJ1acCU(UIIPOBATH OCHOBHBIC
yrpo3bl 0€30MMaCHOCTH
nHdopmanmu;

SHAHNUA:
CYHIHOCTI) U IIOHSTHUC

WH()OPMAIIMOHHON 0E30MMaCHOCTH,
XapaKTEPUCTHKY €€ COCTABIISIONINX;
MeCTO HH()OPMATMOHHON
0€30MacHOCTH B CHCTEME
HaIMOHAIEHON 0€30MaCHOCTH CTPAHbI;
BU/IbI, ICTOYHUKH Y HOCUTEIIH
3anumaeMoi uHdopmMauy;
MCTOYHUKHU yTpo3 0€30IaCHOCTH
WHGOPMAIIAN ¥ MEPHI 110 UX
MPEIOTBPAILECHHUIO;

(hakTOpBI, BO3ACHCTBYIOIINE HA
uHopMaIuIo pu ee 06padoTke B
aBTOMATU3UPOBAHHBIX
(MH(OpPMAITMOHHBIX) CHCTEMAX;
KU3HEHHBIE IIUKIJIbI HH(OpMALUU
OTPaHUYEHHOTO JIOCTYIIA B TIPOIIECCe
ee co3aanus, o0paboOTKH, Tepenayn;
— COBPEMEHHBIE CPEJICTBA U CITOCOObI
obecrieyeHnss HUHPOPMALMOHHOM
0e30IMacHOCTH;

OCHOBHBIE METOJUKHU aHAJIN3a YIPO3 U
PUCKOB MH(POPMAIIIOHHOM

«OTINYHO» - TEOPETUUYECKOE
coziepKaHue Kypca OCBOSHO
MOJTHOCTBIO, 0€3 IPOoOeIoB, yMEHUS
copMHUpOBaHBI, Bce
MPEAyCMOTPEHHBIC POrPaMMO
ydeOHbIC 3aJaHNs BBITIOIHEHBI,
Ka4eCTBO MX BBITIOJIHECHHS OLICHEHO
BBICOKO.

«X0po1Io» - TEOPETUIECKOE
coziepKaHue Kypca OCBOESHO
MMOJIHOCTBIO, O€3 MpoOeoB,
HEKOTOPBIC YMEHHUS
c(OpMHPOBAHBI HEAOCTATOYHO, BCE
MPEAYCMOTPEHHBIE IPOrPaMMO
ydeOHbIC 3a]JaHUs BHITIOIHCHBI,
HEKOTOPBIC BUIBI 3aJaHUI
BBIITOJHECHBI C OITUOKAMHU.

«Y IOBIIETBOPUTETHHO -
TEOPETUYECKOE COZIepKaHue Kypca
OCBOEHO YaCTMYHO, HO IpoOeIIbl He
HOCSAT CYIIECTBEHHOTO XapakTepa,
HEOOXO0JMMbIe YMEHHUS pabOTHI ¢
OCBOCHHBIM MaTE€pPHAJIOM B
OCHOBHOM C(hOpMHpOBaHHI,
OOJIBIIMHCTBO MPEAYCMOTPEHHBIX
porpaMMoil 0OyueHHs yueOHbIX
3aJJaHHid BBITIOJIHEHO, HEKOTOPHIE
13 BBINIOJTHEHHBIX 3aJIlaHUN
coJiepKaT OITUOKH.
«HeynoBieTBOpUTENEHOY -
TEOPETUIECKOE COMIepKaHue Kypca
HE OCBOEHO, HEO0XO/IMMBIE YMEHUS
He c(hOPMHUPOBAHBI, BBITOJTHEHHBIE
ydeOHbIE 3aJaHUs CO/IepIKAT
rpyOble OIIHOKH.

0€30I1aCHOCTH.

KoHTpouib BeInIONHAETCS
110 pe3ysbTaTam
IIPOBEJEHUS Pa3InYHbIX
¢dhopwm ormpoca,
BBIIOJIHEHUS
KOHTPOJIbHBIX PadoT,
TECTUPOBAHUS,
BBIITOJTHEHUS
IIPaKTUYECKUX padoT,
MIPOMEXYTOYHOM
aTTecTalluu.

Wurepnperanus
pEe3yJbTaToB
HaOII0IeHN I
npernoiaBaTens 3a
JEATEINbHOCTHIO
oOyuarolerocs B
nporecce OCBOSHUS
o0pazoBaTenbHON
POTPaMMBbI

DKcnepTHOe
3aKJTFOUCHHE
MperoiaBaTens
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